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With the new trends of attacks targeting at end-user devices (endpoint devices),
and web browsing, it is necessary to understand the endpoint security status and
trends in Hong Kong, the extent of computer intrusions at end user level, the level
of information security awareness, technologies adoption, and security strategy
employed in Endpoint Security. The study provides important information for
improving the Endpoint Security in Hong Kong

This study is commissioned by McAfee Hong Kong Limited (McAfee) and was
conducted by Hong Kong Productivity Council (HKPC) in October 2007. This
report presents the detailed findings and compares the results with other previous
studies.

The specific objectives of this study are to:
Investigate the types of endpoint device attacks and their impacts in Hong
Kong.
Understand the actions taken to deal with the attacks.
Identify the security technologies adopted by companies.
Compare the attack trends and the security technologies.
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Sampling frame and criteria

Target sample units were registered companies in Hong Kong that utilized
computers. Respondents were business decision makers, IT/MIS/EDP managers
or people who took care of the computer systems.

Respondents were selected from 10 major industry sectors defined by Census &
Statistics Department of HKSAR. Proportional sampling was adopted to ensure
the distribution of the sample units by industry sector followed a similar pattern to
that of the population.

Survey method

The questionnaire was designed specifically for this study. The questionnaire
was also commented by McAfee and other industrial professionals. In addition,
pilot testing was undertaken to a small group to test the feasibility and ease of
administration.

Telephone interview was adopted to gather the required information and a total of
1,000 questionnaires were completed in October 2007.

Quality assurance

To assure the quality of the data collected, all questionnaires were checked by
independent people under several editing stages. Incomplete or doubtful cases
were verified by follow-up calls.

Quality control techniques included cross-checking of data integrity and random
call-back to the sample units. Data cleaning and verification by scientific
measures were also implemented throughout the fieldwork and data analysis
stages.
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Figure 1. Staff Size
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In the current study, “small” companies refers to companies employing less
than 20 staff in Hong Kong. “Medium-sized” companies hire 20-99 staff, and
“large” companies employ 100 people or more.

As shown in Figure 1, half of the surveyed companies (50%) were small
enterprises and 44% of them were medium-sized enterprises. The remaining
6% were large organizations.
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Figure 2. Industry Sector

The distribution of the sample units by industry followed the spectrum of the
population.  The heaviest concentration of organizations was in the
“Import/Export” sector (35.5%). “Business Services” sector (15.3%) was the

next largest industry segment, followed by “Manufacturing” industry (14.3%),
see Figure 2.
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Figure 3. Spam Mail Received

Around 30% of the organizations were affected seriously by spam mail, with
over 50% of the email received were spam mails (Figure 3).

Further analysis

by employee size indicated that most of the seriously affected organizations
were small organizations (Table 1).

Table 1. Spam Mail Received by Employee Size
50% or Below | 51% -75% | 76% or Above | Don’t Know
1-19 323 (64.60%) | 103 (20.60%) | 67 (13.40%) 7 (1.40%)
20-99 305 (69.32%) | 75 (17.05%) | 45 (10.23%) 15 (3.41%)
100-499 37 (71.15%) 7 (13.46%) 6 (11.54%) 2 (3.85%)
500 & Above 5 (62.50%) 3 (37.50%) 0 (0.00%) 0 (0.00%)
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Figure 4. Use of Anti-Spam Software

There are more than one-third of the organizations did not install an anti-spam
software (Figure 4). For the breakdown by Employee size, refer to Table 3 on
page 33.

Endpoint Security Survey 2007 Page 6



Figure 5. Reasons For Not using Anti-spam Software

For those organizations that did not use anti-spam software, most of them
(78.89%) did not understand anti-spam software or considered it not necessary
to install one, despite that a lot of organizations were affected by spam mail

seriously.
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Figure 6. Infected by Computer Virus

43.4% of the organizations reported that they had been attacked by a computer
virus in the last 12 months. The performance has been improved significantly,
comparing to a study in Hong Kong in 2004, where 94.5% of the respondents
experienced a virus attack.**

(** Hong Kong Computer Emergency Response Team Coordination Centre
(HKCERT), the Hong Kong Police Force (HKPF) and the Office of the
Government Chief Information Officer (OGCIO) jointly conducted a survey on
the Information Security Status of Hong Kong in late 2004 (refer as “2004
survey” throughout this report. Although the nature and background of the
survey is different with the current one, the results of the 2004 survey will be
compared with current study.)
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Figure 7. Use of Anti-virus Software

Anti-virus software is an essential security technology that all organizations
should apply. However, only a few organizations, less than 5%, did not install
an anti-virus software. Comparing to the study in 2004 where 90.9% of
organizations had installed an anti-virus software, the result in 2007 is much
better.
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Figure 8. Reasons For Not using Anti-Virus Softwar

For those organizations that did not install an anti-virus software, most of them
(60.47%) considered that installing one was not necessatry.
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Figure 9. Infected by Spyware

Only 18% of organizations responded that they had been hit by a Spyware.
However, we must note that, by its nature, spyware may not be discovered
easily. It usually hides inside the computer as a trojan and the infected
machine will form part of the BOTNET to launch attacks, to send out malicious
messages, etc. Organizations that responded “No” were not necessarily free
from spyware infection.
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Figure 10. Use of Anti-spyware Software

Similar to the anti-virus software, companies should treat the anti-spyware as
an essential technology and install throughout the organization.
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Figure 11. Reasons For Not using Anti-Spyware Sudire

For those organizations that did not install an anti-spyware software, most of
them (57.02%) considered it not necessary. Close to 30% of the
organizations did not understand the technology at all. Spyware is a prevalent
type of attack in recent years and companies must understand the behaviors of
these attacks and the technologies to fight against these attacks.
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Figure 12. Use of Integrated Gateway Security Sddte

Only around 30% of the companies surveyed deployed an integrated security
software at the gateway level. Even for large corporations, only around half of
them installed such software. Integrated gateway security software is the
second least adopted security technology (Table 3).
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Figure 13. Reasons For Not Using Integrated Gatem@&ecurity Software

Of the 620 companies that did not use an Integrated Gateway Security
Software, around half of them (49.54%) considered that it is not necessary and
34.66% did not understand the technology. We must note that sometimes
companies considered it not necessary because they do not understand the
technology.
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Figure 14. Intrusion and Hacking

Only 5.7% of companies responded that they were affected by intrusion or
hacking. The percentage is similar to the findings in the 2004 survey.
However, the types of attacks in recent year were quite different from the
attacks today. Recent attacks were more complex and in many cases,
hidden. For example, there was a lot more phishing incidents recently where
the owners of the infected machines were not aware of the compromise until
they were informed by external parties. The impacts of recent attacks were
much bigger.
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Figure 15. Use of Firewall

Firewall is usually considered as a basic security technology. In this survey,
86.7% of the organizations deployed a Firewall. The performance is much
better than the result of the 2004 survey, which recorded only 65.4% of
companies using firewall at that time.
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Figure 16. Reasons for not using Firewall

Of the 120 companies that reported not using firewall, 56.67% of the
companies considered it not necessary to install a firewall.
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Figure 17. Use of Personal Firewall

50% of the companies used a personal firewall. A similar percentage (47.6%)
did not use any personal firewall at all.
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Figure 18. Reasons for Not Using Personal Firewall

Of the 476 companies not using personal firewall, most of them (70%)
considered it not necessary, although it did not cost anything installing a
personal firewall. Most personal firewall are free for personal use, and the
popular operating system also comes with a built-in personal firewall.
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Figure 19. Use of Intrusion Prevention System

Some organizations may be familiar with Intrusion Detection System (IDS),
which was available for a long time. Intrusion Prevention System is
comparatively new and many organizations (nearly 70%) did not install such
systems. However, comparing to the 2004 survey result, there is a great
improvement as only 1.2% of companies deployed an IDS in 2004. According
to Table 3, IPS is the least applied technology comparing to other technologies.
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Figure 20. Reasons for not using Intrusion Prevéom System

Of the 696 organizations that did not use an Intrusion Prevention System, “No
Need” and “Don’t Understand” were the major reasons, accounted for nearly
90% of the response in total.
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Figure 21. Removable USB Devices Allowed

USB devices are one of the important endpoint devices. According to the
study, most organizations did not control the usage of these devices. Only
around 10% of companies did not allow the use of removable USB devices.
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Figure 22. Prevention of USB Device Infection

More than 30% of the organizations did not take active actions to prevent
malware infection on USB devices, by scanning the devices when they were
connected to the internal network. Only a little more than 50% of the
organizations conducted automatic detection on these devices.
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Figure 23. Use of Notebook Computer Outside Orgaation

Notebook computer is another type of frequently used endpoint device.
Again, most of the organizations (79.87%) allowed the direct connection of the
device to the internal network. Only less than 20% of organization did not
allow connecting to the internal network.
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Figure 24. Prevention of Notebook Computer fromféction

Similar to the USB devices, more than 30% of the organizations did not take
active actions to prevent malware infection on notebook computers, by
scanning the computers when they were connected to the internal network.
Only a little more than 50% of the organization conducted automatic detection
on these computers.
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Figure 25. Use of Network Access Control Tools

Network Access Control (NAC) tools are new solutions designed specifically to
tackle the endpoint security issues. As the technology is comparatively new, it
is not surprising that a lot of organizations (63.6%) did not install the tools in
their organizations, only around 30% of the organizations used such a tool.
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Figure 26. Reasons for Not Using Network Accessn@ol Tools

As the technology is comparatively new, it is logical that most companies
(89.46%) did not understand it or did not identify the needs to use one.
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Figure 27. Control on Web Browsing

Web Browsing is another endpoint within the network that can pose security
threats. Only around 25% of the organizations have established some
controls to filter websites. Over 73% of organizations did not take any control
on web browsing.
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Figure 28. Patch Management

Software vulnerabilities were one of the major security threats and patch
management is one of the key countermeasure to tackle the problem. Over
30% of organizations did not take any action on software patches. The figure
is similar to the result of the 2004 survey, where only 62.6% applied patches
regularly (as compared to 64.8% in the current study). For those that used
patch management software, most of them (89.8%) used the Windows
Updates as the tool (Figure 29)

Figure 29. Which Patch Management Software
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Figure 30. Use of Patch Management Software Coresation

Of the 469 organizations that did not use patch management software,
80.17% of the organizations did not plan to use any patch management
software. Only 15.14% considered to use one.
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Table 2. Computer Attacks by Employee Size

Computer Spyware Intrusion
Virus /Hacking
1-19 37.20% 14.80% 4.40%
20-99 48.18% 19.77% 6.36%
100-499 63.46% 32.69% 13.46%
500 & Above 37.50% 25.00% 0.00%
Overall 43.40% 18.00% 5.70%

Comparing the different attack types by employee size, smaller organizations
were comparatively less vulnerable. Large corporations with an employee size
of 100-499 were most vulnerable. This can be explained that large corporations
were usually the targets of attacks. The very large corporations, however, had
more resources to tackle the problem. Table 4 shows that very large
organizations spent more money in deploying security technologies while large
organization with employee size of 100 to 499 spent only HK$10,000 to
HK$299,999 in security.
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Table 3. Use of Security Technologies by Emplo$ése

Anti-virus | Firewall Anti- Personal Patch Anti- Network |Integrated | Intrusion

Software Spam Firewall |Managem | spyware | Access | Gateway |Prevention

Software ent Software | Control | Software | System

Software

1-19 92.80% | 81.80% | 55.20% | 47.20% | 43.80% | 40.20% | 19.40% | 20.60% | 16.20%

20-99 | 98.64% | 91.36% | 68.86% | 55.00% | 52.95% | 56.14% | 40.00% | 37.05% | 25.68%

100-499 | 96.15% | 94.23% | 82.69% | 32.69% | 59.62% | 63.46% | 51.92% | 48.08% | 30.77%

500 & |100.00% | 87.50% |100.00% | 62.50% | 62.50% | 75.00% | 50.00% | 62.50% | 50.00%
Above

Overall | 95.60% | 86.70% | 63.00% | 50.00% | 48.80% | 48.70% | 30.40% | 29.60% | 21.40%

Anti-virus software, firewall and anti-spam software were the most commonly

adopted security technologies.

The least commonly adopted technologies were

Intrusion Prevention Systems, Integrated Security Software and Network Access
Control. In general, the adoption rate of small organizations was much lower
than the medium-sized and large organizations.
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Figure 31. Action Taken After Security Incidents

The most common way to respond to incident was to patch the system
(54.5%). As companies might have experience in dealing with incidents, their
responses were more action oriented, that is, to deal with the incident by taking
direct action (patching) or to report to service providers for actions (24.4%).

Comparing to the 2004 survey, reporting to senior management, HK Police,
HKCERT were reduced.
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Figure 32. Annual Budget on Information Securityfis Year

In general, the budget for information security is low. 56.3% of companies
spent HK$10,000 or less each year on information security. Further analysis
by employee size (Table 4) indicated that large corporations spent more money
on information security, while there were a few organizations that did not spend
any money on information security.

Table 4. Current Year Information Security Expensy Employee size

Nil Below HK$10,000 — |HK$100,000 |HK$300,000 |HK$500,000 | HK$1,000,000
HK$10,000 $99,999 —$299,999 | —$499,999 | —$999,999 or Above
1-19 0.80% 77.60% 13.40% 0.40% 0.00% 0.00% 0.20%
20-99 0.00% 37.95% 43.64% 7.05% 0.45% 0.45% 0.23%
100-499 0.00% 7.69% 42.31% 23.08% 11.54% 3.85% 0.00%
500 & Above 0.00% 0.00% 25.00% 25.00% 12.50% 12.50% 25.00%
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Figure 33. Change of Budget Next Year

Most organization planned to remain the information security spending for the
Only 19% planned for an increase.

next year the same as this year.
was a small percentage (3.0%) planning for a reduction of spending.

Table 5. Change of Information Security Expenseg Bmployee Size

Increase Decrease Unchanged

1-19 12.12% 3.90% 81.17%
20-99 24.05% 2.28% 71.14%
100-499 36.96% 4.35% 56.52%
500 & Above 37.50% 0.00% 62.50%
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According to the survey, there was still a high percentage of malware infection:
43.4% of companies surveyed were hit by computer viruses in the past 12 months,
18% hit by spyware and 5.70% have been hacked. We must note that spyware,
trojan and hacking attacks were sometimes hidden and might not be easily
detected. There may be more cases unidentified and not reported.

It is worrying that the security measures taken were neither satisfactory nor
adequate, and the threats and security technologies relating to endpoint security
were not well understood. The security technologies that dealt with endpoint
security, viz., Integrated Security Software, Intrusion Prevention Systems (IPS)
and Network Access Control (NAC) tools were the least commonly adopted
technologies, according to the survey. The adoption rates were 29.6%, 21.4%,
and 30.4% respectively.

It is alarming that some common security measures were not applied:
There was a high percentage of companies that did not install an anti-spyware
software (47.7%)
There was a high percentage of companies that did not install a personal
firewall (47.6%)
There was a high percentage of companies that took “No Actions” in patching
software vulnerabilities on a regular basis (30.9%)

In the study, a number of shortfalls on Endpoint Security were identified:
Endpoints (devices and services) were not adequately controlled
These devices and services were connected to the internal network without
proper access control, nor malware detection
Senior management attentions were not properly drawn to when incidents
occurred.
The information security spending for currently year was low, and most
organizations did not plan to increase the spending next year.
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Endpoint security problem is an emerging threat. Management should provide
adequate support and guidance in managing endpoint security, in addition to the
traditional perimeter defense strategy. They should understand the endpoint
security issues; review the impacts to the organization; adopt the appropriate
endpoint security measures and to allocate adequate resources to implement
these security measures.

- END -
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