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About HKPC

The Hong Kong Productivity Council (HKPC) is a multi-disciplinary organization established by
statute in 1967. HKPC’s mission is to promote productivity excellence through the provision of
integrated support across the value chain of Hong Kong firms, to achieve a more effective
utilization of resources, to enhance the value-added content of products and services, and to
increase international competitiveness. HKPC conducts independent Study on cyber security
and privacy to enable public and private organizations to have a better understanding on the
trends in cyber threats and best practices to enhance their reputation and competitiveness in
the global market.

For more information, please visit http://www.hkpc.org.

About SSH

SSH Communications Security (SSH) is the leading provider of identity access management
solutions for the governance of the most critical access to on premise and cloud environments.
The company’s long track record of innovation includes Secure Shell - one of the world’s most
widely used network security protocols. The expertise of SSH is in key management, enterprise
access management, monitoring encrypted privileged access, while help reducing costs and
compliance risks. The Company has offices in North America, Europe and Asia and connects
to a global network of certified partners. The company’s shares (SSH1V) are quoted on the

NASDAQ OMX Helsinki. For more information, please visit http://www.ssh.com.

License
The content and data in this report is owned by Hong Kong Productivity Council (HKPC). The
content of this report is provided under the Creative Commons Attribution 4.0 International

License, or “CC BY 4.0” (https://creativecommons.org/licenses/by/4.0). You may share and

adapt the content for any purpose, provided that you attribute the work to HKPC.

Disclaimer

HKPC shall not have any liability, duty or obligation for or relating to the content and data
contained herein, any errors, inaccuracies, omissions or delays in the content and data, or for
any actions taken in reliance thereon. In no event shall HKPC be liable for any special,

incidental or consequential damages, arising out of the use of the content and data.
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1. Introduction

1.1 Background

This study is commissioned by SSH Communications Security and is independently conducted by the
Hong Kong Productivity Council (HKPC). The methodology of this study, the design of questionnaire
and the execution of the interview were decided and conducted by HKPC independently.

The study tried to fill in the gap of lack of documentary and statistics on the status of Privileged Access
Governance in Hong Kong, to help raising the awareness and preparedness of the enterprises for

defending against insider threats and cyber attacks targeting privileged access.

1.2 Objective

The objectives of this study are:

1. Understand the landscape of Privileged Access Governance adoption in Hong Kong leading
industries

2. Understand the views of senior management towards Privileged Access Governance among Hong
Kong leading industries

3. Provide recommendations on the management and protection of privileged access

1.3 Definition of Privileged Access

Privileged access refers to the “super” capability of a user in a system such as servers, networks or
cloud services. The Privileged Access capability of a user of a system is equivalent to that of the
administrator (or super-user or root) role of a system that allows such user to freely navigate within the
system and perform any critical tasks such as creating or removing a user account, or to create, edit or

destroy data or shut down the system.
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1.4 Need for Privileged Access Governance

Many enterprises have invested heavily on information security infrastructure to protect information
assets. Privileged accesses are often provided to internal staff or external partners to manage critical
information assets remotely. Given the access granted, privileged access is potentially an attack vector
targeted by sophisticated attackers and as a result, control and management of privileged access is
always at the top of the auditor's findings list. Many compliance requirements such as that of the Hong
Kong Monetary Authority! and Payment Card Industry Data Security Standards? have explicitly

mentioned the need for privileged access management controls.

Attackers seem to have better awareness of the weakness of privileged access and how to exploit the
access provided. In June 2016, HKCERT reported hacked remote access servers from 173 economies,
including Hong Kong, were traded in the xDedic underground marketplace.® Some ransomware utilized
bruteforce attacks on remote access software like Microsoft RDP (Crysis, Sep 2016)* and TeamViewer
(Surprise, Mar 2016)°. Furthermore, with the growing adoption of IT outsourcing and the use of cloud
services, exposure of privileged access to the Internet continues to grow. In January 2017, ransomware
started to infiltrate default privileged accounts of NOSQL databases such as MongoDB, Redis,

ElasticSearch to demand ransom in Bitcoins.®

Sophisticated Advanced Persistent Threat (APT) attacks often use privileged access credentials to
infiltrate into enterprises and are not discovered because of the stealth use and the brief periods of time
used during an attack. The attackers move laterally and attempt to escalate the privileges found.
Besides, today most traffic is encrypted, enterprises do not have visibility into encrypted
communications so attackers can easily utilize the gapping hole and pose advanced threats.

Compromise of privileged accounts is a crucial success factor of sophisticated APT attacks like Red

1 "Cyber Security Risk Management”, 2015, by Hong Kong Monetary Authority
http://www.hkma.gov.hk/media/eng/doc/key-information/quidelines-and-circular/2015/20150915e1.pdf

2 PCI DSS Reference
https://www.pcisecuritystandards.org/documents/PCl1%20SSC%20Quick%20Reference%20Guide.pdf

3 HKCERT Calls for Tighter Security for Remote Access Servers
https://www.hkcert.org/my_url/en/articles/16062101

4 Hackers Using RDP Attacks to Install CRYSIS Ransomware
http://www.securityweek.com/hackers-using-rdp-attacks-install-crysis-ransomware

5 Surprise Ransomware Installed via TeamViewer and Executes from Memory
https://www.bleepingcomputer.com/news/security/surprise-ransomware-installed-via-teamviewer-and-
executes-from-memory

6 Beware of ransomware targeting NoSQL Database
https://www.hkcert.org/my_url/en/blog/17012002



http://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2015/20150915e1.pdf
https://www.pcisecuritystandards.org/documents/PCI%20SSC%20Quick%20Reference%20Guide.pdf
https://www.hkcert.org/my_url/en/articles/16062101
http://www.securityweek.com/hackers-using-rdp-attacks-install-crysis-ransomware
https://www.bleepingcomputer.com/news/security/surprise-ransomware-installed-via-teamviewer-and-executes-from-memory/
https://www.bleepingcomputer.com/news/security/surprise-ransomware-installed-via-teamviewer-and-executes-from-memory/
https://www.hkcert.org/my_url/en/blog/17012002
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October, Saudi Armaco and Global Payments. Use of privileged access was much harder to detect.

Besides external attacks, insider misuse or attacks cannot be downplayed. Ponemon’s study,
“Intelligence Driven Cyber Defense” (2015)7 indicates that the greatest cyber threat was not from the
outside. Instead 36% of attacks were tied to negligent insiders and 25% were related to malicious
insiders. A recent report “Understanding Insider Threats” by Gartner® found that 62% of insider
attackers were financially motivated. Usually, this was from the access and misuse of sensitive data,

including leaking data to suppliers to undermine the negotiating powers of the company.

1.5 Structure of Report

This report sets out our approach and methodology in conducting the study, whereby we provide the

survey findings and then presents the results of data analysis.

Following this introductory chapter, the rest of this document is structured as follows:
. Chapter 2 describes in detail the methodology adopted to carry out the study;
. Chapter 3 presents the survey results, data analysis and major findings;

. Chapter 4 sets out our conclusions and recommendations.

7 “Intelligence Driven Cyber Defense”, 2015, by Ponemon Institute LLC
http://www.lockheedmartin.co.uk/content/dam/lockheed/data/isgs/documents/isgs-cybersecurity%20-report-
2252015.pdf

8 "Understanding Insider Threats”, 2016, by Gartner
http://blogs.gartner.com/anton-chuvakin/2016/05/09/our-understanding-insider-threats-paper-publishes/



http://www.lockheedmartin.co.uk/content/dam/lockheed/data/isgs/documents/isgs-cybersecurity%20-report-2252015.pdf
http://www.lockheedmartin.co.uk/content/dam/lockheed/data/isgs/documents/isgs-cybersecurity%20-report-2252015.pdf
http://blogs.gartner.com/anton-chuvakin/2016/05/09/our-understanding-insider-threats-paper-publishes/
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2. Methodology

To gain a robust understanding of the views of senior management within enterprises of the Hong Kong

leading industries towards Privileged Access Governance, telephone interviews were applied to provide

for quantitative analysis.

2.1 Scope of Study
The information to be collected is illustrated as follows:

Company Profile

Security Issues Encountered
Compliance, Audit and Management
IT Outsourcing

Shared Account with Privileged Access

Investment in IT Security in the coming 12 Months

2.2 Sample Size

In this study, 51 responses were successfully collected in December 2016, which targeted enterprises

who had a significant size or were listed in Hong Kong Stock Exchange in the following leading

industries in Hong Kong, namely:

Finance and Insurance

Logistics and Transport

Government and Public Organizations
Wholesale, Retail and Import/Export

Other business sectors

2.3 Questionnaire Design

To facilitate the interview process and enhance record management, a designated questionnaire was

developed with reference to similar study in other countries. Please refer to Appendix | for the

guestionnaire.
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3. Survey Statistics

This chapter presents the survey findings and data analysis for the study and is divided into six sub-

sections. The topics covered are as follows:

Company Profile

Security Issues Encountered
Compliance and Audit

IT Outsourcing

Shared Account with Privileged Access

o o M wDhPRE

Investment in IT Security in the Next 12 Months

51 respondents were successfully interviewed in this study.

3.1 Profile of Respondents

This sub-section discusses the profiles of the 51 surveyed companies, including
. Business Sector

. Size of Company

. Listing Status in Hong Kong Stock Exchange

. Importance of IT System & Data
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3.1.1 Business Sector

The business sector of the respondents covers the critical industries of Hong Kong Economics

contributors:

Business Sector Number of Respondent %

Finance and Insurance 21 41%
Logistics and Transport 8 16%
Government and Public Organizations 6 12%
Wholesale, Retail, Import and Export 5 10%

Other business sectors, including
. Food and Accommodation
. Real Estate
_ o 11 21%
. Information Technology and Communication
. Manufacturing

J Education

Business Sector

M Finance and Insurance

M Logistics and Transport

M Government and Public Organizations
M Wholesale, Retail and Import/Export

M Other business sectors
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3.1.2 Size of Company

Size of Company is one of the criteria to capture valuable results for this survey as it is believed that
the usage of Privileged Access is more common in a sizable company. In this survey, most of the

respondents (84%) of this survey are in significant size that had >300 staff.

Number of Staff in Number of Number of Staff
the Company Respondent %
<300 8 16%
300-500 9 18%
501-999 13 25%
21000 21 41%
All Companies 51 100%

H <300 i 300-500
M 501-999 H >1000

3.1.3 Listing Status in Hong Kong Stock Exchange (HKEX) . .

Listed Status in HKEX
Besides the size of company, the listing status of companies is important
since IT Compliance and Audit is a major element for a company being
listed in the Hong Kong Stock Exchange. In this survey, 59% are listed
companies while 41% are not. All (100%) of the respondents with fewer
than 300 staff were listed companies. In other words, all respondents of
the survey were from companies with over 300 staff or otherwise they were

listed in the Hong Kong Stock Exchange.

Number of staff in the Company
< 300 300-500 501-999 =>1000
Listed 100% 33% 23% 76%
Not Listed 0% 67% 77% 24%

Listing Status of Companies
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3.1.4 Importance of IT System & Data

The summarized view of respondents on the importance in business sectors is calculated from the
average score obtained (on a 0 — 4 marks scale) based upon their perception of importance, with 0

representing “not that important” and 4 representing “extremely important”.

All respondents treated IT system and data as an important matter, with 100% of them rating “Important”

or above, with a majority (67%) stating IT system and data as being extremely important.

Extremely Very Somewhat Not that
important important JTZe el important  important

(4 marks) (3 marks) (2 marks) (2 mark) (0 mark) (0 — 4 marks)

Average score

All Companies 67% 25% 8% 0% 0% 3.59

In the view of business sector, regulated industries (such as “Finance and Insurance”) and “Government
and Public Organizations” have higher awareness with an average score of 3.67. “Logistics and

Transport” is relatively in lower awareness with an average score of 3.13.

Extremely Very Somewhat  Not that
important  important lbeitant important important

(4 marks) (3 marks) (2 marks) (2 mark) (0 mark) (0 — 4 marks)

' Average score
Business Sector

Egﬁ:‘;’necznd 71% 24% 5% 0% 0% 3.67
#‘r’agr:zggsr ta” e 38% 38% 25% 0% 0% 3.13
SS t\nll?(r:nCr)T::r;;?znac:i ons Rl <R R 0% 0% Sl
Yr"ng%' ﬁS:rlued Ef;%i:'t 80% 0% 20% 0% 0% 3.60
QA7 SIS 73% 27% 0% 0% 0% 3.73

sectors

Itis also noted that listed companies in general treat IT system and data more important than non-listed
companies. For size of company, companies with staff <300 are extremely aware of the importance of

IT system and data.
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Listing Status

Listed Company

Non-listed Company

Number of Staff in Company

Average score (0 — 4 marks)

3.63
3.52

Average score (0 — 4 marks)

<300 4.00
300-500 3.22
501-999 3.69

21000 3.52

3.2 Security Issues Encountered

This sub-section discusses the information of security issues encountered among the respondents.

o
18%
encountered
privileged access
related security
issue
P
External Attack

Abuse of Usage )

Abuse of Usage
by Internal Staff

by External Partner

Around one-fifth of the enterprises (18%) encountered privileged access related security issue in the

past while 4% have no idea whether they had encountered or not.

Below are the business sectors that encountered privileged access related issues with the type of

incidents.
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External External Abuse of Sg:s: kc))f

Business Sector Attack - Attack - Usage by Ext(gernaly
Succeeded Failed Internal Staff
Partner

Manufacturing °
Finance and Insurance )
Real Estate o )
Transportation and Logistics L
Government and Public Organizations ° )

No respondent reported privileged access related issues related to the abuse of usage by external
partners. “Government and Public Organizations” and “Finance and Insurance” sectors did not
encounter external attacks that were successful, but they do have abuse of usage by internal staff. Non-
regulated business sectors such as manufacturing and real estate had experienced successful a

compromise.

Reference Cases Related to Privileged Access Compromises

The consequence of security compromises due to mismanaged privileged access can be disastrous.

The following compromises have occurred in both the public and private sectors.

Government and Public Organization

The most well-known case was the leakage of national secrets by former National Security Agency
(NSA) employee Edward Snowden in 2013.9 It was an insider threat caused by privileged user who
could access multiple systems, some of which he should not have access to. Snowden collected
over a million documents; and he leaked information about NSA by using privileged access in order
to uncover programs which were collecting customer phone call records of telephone companies,
requesting data of citizens from technology companies, spying on leaders of foreign countries,

efforts in breaking encryption and under Internet security.

9 Edward Snowden: leaks that exposed US spy programme
http://www.bbc.com/news/world-us-canada-23123964
The 10 Biggest Revelations From Edward Snowden's Leaks
http://mashable.com/2014/06/05/edward-snowden-revelations/#L 7F2sfMIKPgc

10
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Financial Institutions

Attackers target money in financial sector. Bangladesh'’s central bank was compromised in 2016.°
Attacker bypassed the bank’s weak network defense and infiltrated into the core network, using
privileged access to transfer $80M out of the bank’s account nearly undetected. In August 2016,
Taiwan’s First Commercial Bank got hacked by a sophisticated attack in which attacker first
compromised a user via phishing and then traversed laterally, and subsequently gained additional
privileges to install a malware on to the bank’s ATM. That malware enabled the attacker to dispense
$2.6M from the infected ATM.

Retail Sector

Attackers target credential data in retail industry. The US retail chain store Target was attacked in
2013 and attacker was able to exfiltrate 100M customers’ payment card information leaked!. The
attacker entered Target's corporate network by compromising the refrigerator contractor with a
phishing email. The attacker then used the contractor’s credential to access some of Target’s
systems and abused a web vulnerability to gain privilege, subsequently reaching a stage when they

could infect the point of sales systems to scrape the memory for credentials.

Logistics and Transport Sector

In 2014, attacker infected hand-held scanners installed with embedded WinXP used in the logistics
industry with Zombie Zero malware'?. Once infected the zombie scanner device scanned the
network for SMB file share services from inside and infiltrated the companies’ ERP system via default

privileged account/password to steal financial, logistics and customer information.

Energy and Utility Sector

Attackers target to bring down systems in the utility sector. In 2015, attacker compromised the
Ukraine power plant and caused a power grid failure for days.*® Attacker infiltrated the system via
remote access to the control system, then traversed laterally, harvesting credentials and escalating

privileged access.

10 Bangladesh central bank hacked
http://www.bbc.com/news/technology-36110421

11 Target data breach (Dec 2013): Hackers tapped vendor credentials
http://www.zdnet.com/article/anatomy-of-the-target-data-breach-missed-opportunities-and-lessons-learned/

12 Zombie Zero Underscores Supply Chain Threat
https://securityledger.com/2014/07/zombie-zero-underscores-supply-chain-threat/

13 More Signs Point To Cyberattack Behind Ukraine Power Outage
http://www.darkreading.com/threat-intelligence/more-signs-point-to-cyberattack-behind-ukraine-power-
outage/d/d-id/1323927

11
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Privileged Access Misuse and Exploitation a Threat for Enterprises

The Verizon Data Breach Investigations Report (DBIR) 2016 report highlighted long-standing
vulnerabilities around privileged access misuse and exploitation. Top industries affected include
healthcare, finance, and the public sector, three sectors with extremely sensitive and lucrative data.
From the DBIR 2016 report, privilege misuse accounted for over 15 percent of all incidents. The
report also found that 77 percent of those privilege misuse breaches involved an internal actor. It's
important to note that the privilege misuse breaches are not always the result of a malicious former
employee or disgruntled worker, but often stem from carelessness and lack of awareness regarding
sound IT policies and protocols. Additionally, data in DBIR 2016 showed that insider and privilege
misuse has been a consistent problem over the past six years that isn’t going away, accounting for

close to 15 percent of breaches each year since 2010.

12
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3.3 Compliance, Audit and Management
Most of the respondents had compliance requirement (78%).

Compliance Requirement

M Yes
i No

M No ldea

Majority (81%) had applied audit & management for privileged access (6% audit server log data only,

and 75% also manage encrypted connection).

Audit and Management of Privileged Access

M Yes, server log only
M Yes, including encrypted connections
M No

H No ldea

The major reason for audit & management of privileged access was to enhance security protection
(78%), followed by compliance requirement (63%). This shows that enterprises are not deploying the
security measures only to fulfil the compliance requirement but they do see the importance of enhancing
security protection. However, enterprises were not driven much (only 20%) by the need to manage
external partner access and cloud based systems to manage privileged access. Only 10% of the
enterprises saw the value of Privileged Access Governance in intrusion detection and accountability
management. This may be due to immaturity of privileged access market and/or the user awareness in

the area was still low.

13
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Reason for Audit & Management

78%

Enhancing security
protection

3.4 IT Outsourcing

63%

20%
i -
Compliance Improving security Detecting intrusion
Requirement management attempts and finding

involving external  who is accountable
partners and cloud-
based systems

Usage of IT outsourcing service is common within enterprises. Cloud adoption also raises the reliance

of enterprises on external parties. The CloudView 2016 Research of IDC!* found that cloud adoption

would increase from 22% in 2016 to 32% in 2018, achieving a 46% growth.

In this study, over 67% of respondents did outsource part of their IT job duties to their partners. While

enjoying the outsourcing services, it is noticed that providing privileged access to IT partner is

unavoidable - over half of them (56%) are providing such access, either fully (18%) or partially (38%).

Privileged Access
Provision to IT

Partner

|

Not
Outsourced ‘

33%

Outsourced to IT 38%

Partners -providin?;iivileged
67%

access to IT partner
18%

-

M ves M Partially LiNo

14 Roundup Of Cloud Computing Forecasts And Market Estimates, 2016
https://www.idc.com/getdoc.jsp?containerld=pruS41039416

14
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Around one-quarter (24%) of the respondents expected that they would provide additional privileged
accounts to IT Outsourcing Partners in the next 12 months. For those who were not currently providing

privileged access to IT Outsourcing Partners, 20% indicated that they plan to open such access in the
next 12 months.

'I'o'll' ™ "

of surveyed enterprises planning to add

of those currently without providing
Privileged Account within 12 Months

privileged access to IT partner plan to add
Privileged Account within 12 Months

As a result, 65% of companies with outsourcing partners would provide privileged access to their

partners in the next 12 months from the date of the study (i.e. December 2016).

Change in Privileged Access Provision to IT Partner

2016 2017

M Yes or Partially i No

15
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3.5 Shared Account with Privileged Access

There were 31% of respondents who were at risk in term of abuse of usage by internal staff (25% having
shared account and 6% no idea). They included both non-regulated (“Logistics and Transport”,
“Wholesale, Retail, Import and Export”) and regulated sectors (“Finance and Insurance”). These

enterprises are at risk of abuse of usage by internal staff.

i

3L%

of surveyed enterprisesare at risk in
term of abuse of usage by internal staff

Among them, 25% admitted that they do not impose additional measure to shared accounts, while 19%
do not have any idea about their shared account, which implied that the management on the shared

account is not sufficient.

Shared account with privileged access was more common in “Finance and Insurance” (23%) and
“Wholesale, Retail, Import and Export” (23%). For the other business sectors, the survey revealed that
shared accounts do exist in these sectors - “Real Estate”, “Education”, and “Accommodation and

Catering”.

Shared Account with Privileged Access
By Industry

M Finance and Insurance M Logistics and Transport
M Government and Public Organizations @ Wholesale, Retail, Import and Export

M Other relevant sectors

16
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3.6 Investment in IT Security in the next 12 Months

There were 61% of the respondents who were planning to invest in IT security in the next 12 months.
Most of them (77%) will invest in basic solutions for systems and their network. Around half of them
were interested to invest in advanced solutions, where “Identity and Access Management” was the most
popular choice (60%), following by “Cloud security solutions” (53%) and then “Privileged Access

Management” (40%).

55

of surveyed enterprises are planning to invest
in IT security within 12 months

77% \ yi 48%

Interested to invest on interested to investon
OBusic solution ~ Advanced solution
IT security solutions Privileged Access Management
on system and Network Cloud security solutions

Identity and Access Management

Type of Advanced Security Solution

60%
53%
i ]
Identity and Access Cloud security Privileged Access
Management solutions Management

We further compared the behaviour of enterprises with more security exposure to those with lower

exposure; by using two attributes to identify respondents with more security exposure:

(1) “Having shared privileged access accounts” means higher security risk because of the lack of
accountability and confidentiality

(2) “Providing privileged access to external partner” means higher security risk because the less control

of external party

17
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We compared the interest to invest on IT security between enterprises with higher risk exposure and

those with lower. We found that enterprises that had higher risk exposure (bearing both exposures)

were more inclined to invest (83%) on IT security. On the other hand, enterprises having none of the

exposure had lower interest (56%) to invest.

Investment in IT security in the coming 12 months

Enterprises with more security exposure

Investment in IT security in

the coming 12 months

(1) Having shared accounts with privileged access 69%
(2) Provide privileged access to external partner 68%
Higher Security Exposure (Both (1) & (2)) 83%
Lower Security Exposure (None of (1) & (2)) 56%

The same group of enterprises that had higher risk exposure (bearing both exposures) were found to

have a significant inclination (62%) to invest in advanced security solutions. On the other hand,

enterprises having none of the exposure had lower interest (36%) to invest in advanced solutions.

Investment in Advanced Solution

Enterprises with more security exposure Advanced
Solution
(1) Having shared accounts with privileged access 56%
(2) Provide privileged access to external partner 62%
Higher Security Exposure (Both (1) & (2)) 60%
Lower Security Exposure (None of (1) & (2)) 36%

Out of the advanced solutions, Identity and Access Management was ranked at the top. Awareness of

investment is higher when companies had shared account with privileged access or were providing

privileged access to external partners.

Type of Advanced Solution invested

Enterprises with more security exposure Identity and Cloud Privileged
Access security Access
Management solutions Management
(1) Having shared accounts with privileged access 80% 40% 20%
(2) Provide privileged access to external partner 63% 50% 25%
Higher Security Exposure (Both (1) & (2)) 100% 33% 33%
Lower Security Exposure (None of (1) & (2)) 60% 60% 80%
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Conclusion & Recommendations

4.1 Key Findings

1)

(2)

3)

(4)

(5)

(6)

Importance of IT system and data was well recognized
All respondents treated IT system and data as important matter, with 100% of them rated “Important”

or above, with majority (67%) rated “extremely important”.

Government, regulated industry and listed companies had higher security awareness
Government and regulated industry sectors had higher security awareness (score 3.67, higher than
the average of 3.59). Other business sectors like “Logistics and Transport, Retail” had relatively

lower awareness. Listed companies had higher security awareness than non-listed companies.

Government and regulated industry had fewer successful compromises related to privileged
access but insider abuse still existed.

Among enterprises that encountered privileged access related security issues in the past,
government and regulated industry did not encounter successful external attacks but they
do have abuse of usage by internal staff. Manufacturing and Real Estate sectors had successful

compromises in privileged access.

Enterprises see the value of Privileged Access Governance

Enhancing security protection (78%) was the main reason for audit and management, even more
than that for compliance requirement (63%). However, only a few respondents (10%) used
Privileged Access Governance for intrusion detection and accountability management. This might
imply that there are rooms for improvement in the maturity of integration of privileged access

management with SIEM and other IT security infrastructure.

IT outsourcing and cloud adoption are major driving force of Privileged Access Governance
Majority of respondents (67%) outsourced IT job duties to partners. Over half of these respondents
(56%) had already granted privileged access to the partners and 24% would provide additional
privileged accounts to partners in the coming 12 months. It was expected that 65% of enterprise

which outsourced IT jobs would provide privileged access to partners in the next 12 months.

Management of shared account not satisfactory
There were 31% of respondents who were at risk of abuse of usage by internal staff.
Management on the shared account is not sufficient. 25% of these organizations did notimpose

additional measure to shared accounts.
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Enterprises with more security exposure had higher interest in advanced security solutions
Enterprises with more security exposure (having shared privileged access accounts or providing
privileged access to external partner) had higher interest in investing on IT security (up to 83%)
than those with less exposure (56%). These enterprises also tended to be more willing to

invest on advanced solutions (up to 62%) than those with less exposure (36%).

4.2 Advices to Secure Management of Privileged Access

(1)

(@)

®3)

(4)

()

HKPC advised enterprises to pay more attention to Privileged Access Governance.
Considerations should be made to the growing reliance on external parties, including IT

outsourcing and cloud adoption, and provision of shared accounts.

Privileged Access Governance should be included as part of the enterprise information
security strategy. Critical privileged services like remote access, VPN and cloud
administrative accesses are key areas to protect. Security controls applied should be

proportional to the risk levels derived from a risk assessment.

For effective management, enterprises can consolidate and centrally manage user identities
and authentication. Role-based access control with least privileged access model should be

applied with granular control down to individual commands.

To provide traceability and accountability, privileged access activities should be logged,
monitored and audited. To enhance accountability, more advanced features of privileged access
management like session recording and forensics, implement reporting services (on 'who’ has
access to ‘what', and ‘when’ an access occur) could be useful. The issue of individual
accountability of shared account must be addressed, either by converting to non-shared

accounts or by applying complementary measures.
Privileged Access Governance can help with the detection of APT and stealthy attacks.
Integration of privileged access management with IT security infrastructure such as IDS/IPS, IAM,

SIEM or DLP can provide analytics that can help identify suspicious behaviour in privileged activities

much earlier if and when an attack might occur.

- End of Report -
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Appendix I: Questionnaire of Telephone Interviews

FREFFEL(Privileged Access) & BIEE 25

NETE
WEhEss BT
Trak EERE - BE HE -

i

HER iy R E EE %Y To be Completed by Interviewer

& 4mE AR - __Hi:

2\ E#HH] Type of Company
100 8 2. #EHOE S AL 3.0 28 4.0 FEEKERRE 5.0 &El R
6.[] &Rk 7.0 gat 8.0 A 9. [ BRI
10.] HERG(BMERES - ENEET - BUEIRE) 110 ME(EREERLD - Y2EE )
12,7 e 13.0] HArEERE) -

W23 E H &R R -

PEEARENZRLS > FlOeERNETIEIRS (server) - S8REEMNAIARTSANE N0 ~ BlEf 0% > BT #
FEAEZ 248 E A RERR A R A - BE T(E &R HEIRSR (Privileged Account) % » fE[RAEZE L
EH & (administrator » superuser = root) » FILAELLANAREB U » EITEMERS - Nifd - 405RER
TEFRCE AN EG TF b > G0 DU 240 R BB S iR i3 -

A. A EER Company Profile
1. M BAEEEREEEBER ?

2. W BEAFEHEZVET?
1. [J1-300 2. []301-500 3. []>500
3. WM HEAFEEE LAY
1 [E 2. [
GE : s A E A T AR DR 300 ARJEEMAT - &IbEHH )

4. FEHE IR 1T R EBIR R A FIE G E M
1 [ MEsEs 20 [JIFFEEE 3. [ HHE 4. [] AEEHE S5 [] FREE
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5. (a) REEFBMEFEFIIHIRRAZ 25T (EmE DR ARER)
1. s 2. [J=H Bz #6)
3. [MFmE [7a21 (Bk= #6)
(b) ZEFEAHINER (TEZIH)
1 [ SESRBEERIIAR - WEGFEFI 2. [ JNEREBE S AU AL (HRM
3. [ MEFA BT 4. L] BfFEOCHE R EF

6. ENEHFHEGEMH (Compliance) BLETK

1. A LEEE 2. A EEEIER 3. [JERRA - A
4. [18F 5 [ RUE[£

7. BEAFEAGEHREEIEIERFETEZ (Audit) SEE
1. [UF - HArAAROERE (BEnEEss) 20 A B EEIEIEERERERE
3. [Ua - HufEfEikaEHsE (log) HEEE 4. [I2H (BL=E #8)
5. [IARE[A21] (BEE #8)

(b) ZFtx EEFEFEIHIEEHN (&% IH)

1. [IEMERR (BB EEETER) 2. [JER RINBBHER RS Z2E
3. [P efrig 4. Ul AT > M ERE
5. [JHAh (FEERM )

8. (a) HAFEHEMMIT S ?

1. [OA 2. [J&AH (@kz #8C)

3. [MHmE[£221] (BkE #8C)
(b) IT SPHIRFSIRSR A 2 A R REEET

1. [=#r#EA 2. [URBFEE  HMaHE

3. [&Hes
() BAFIRK 12 MHAAGHERGIREREAIGEH 2 CEATIEMIIER 1T SMHAREEEEIE A
F o BAR K TR IR RENR =)

1. A 2. [%E

3. [RHIE[FH

9. BAHAGILZRS(Shared Account) » EARHEFE?

1. [F - EfrEEHEH 2. 7 EREEINYZeE (FIaEEER)
3. A ENEEMF > fadhgeffit 4 [IgF
5. [FARIELF#EL
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10. (a) EAEIRK 12 HHE G E] &%&EE T RE L2
1. O/ 2. [J9F BtxErE584)

3. [IREE[FHE
(b) EtEFEHIH

1. [FhEsnE s 2. URFESmAFRVEE
3. EMmfRafiiTzE 4. LRSS R iR T =

5. [JHAh (FEERM

&5l - Z#aTE |
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