. iR MtE:

*hkpe” @ ©

LENB SecurityScorecard

SecurityScorecard

XU TRFHAE

FENRNEE I E R R
EREE B R 2RI

SECURITYSCORECARD LITE

LA SecurityScorecard RUR#AT{EEEE, SecurityScorecard
LITE BJRYE [HIMOAR] ORGSR, R —EHEIRR
EpRAARE, WERHENSERLBRER NG F T XERLE
BIAZEFAIFAR,

SecurityScorecard LITE ERSIBAR. SEHLAEEE
RUIERE, FHMEMBNAE LRRER, ERTIHETES
EiiR LA RIS BN R AR R R R AN BRI,

EBNEEEZIRTSIREENKIE
(852) 2788 5857
cybersec@hkpc.org

@ KM ¢ O

www.hkpc.org

RFZEES
TR, TREEROSNEZER

EANEER, ERITANBESER(FE=
DR EENRE)

. BERPRAEFFAEIE, SHRHEBEREKH
FRAVEES BB

2]
@
DERTARRER, SEMBEEENPEER
fEI5AYIRED

00000

AR5 &6 [E

SecurityScorecard LITE i Z= LI TN IRFS:
BA—()PHMES

« 8B—(1)MISEERIERTS, BRRESTLERREE
FERBNBHRAE

@Symantec‘ NETFLIX

SecurityScorecard B B RE R 2 XRS5



li} SecurityScorecard LITE hkpC©

EENB

ENHESES

@ MERR
HRIARRERIBERTE

B HBERGHEST
¥ (ARSI ERRRE LR

JEFE E'\’.ﬁé

EE@GER
BRBEREIEEERERFIESE

@ib EAES

Cubit Score
BREENEZXL, TTREEHERERNZERTER

] @ 6
il
® & [

s BREw
e R AR ARERE X RG

Erohitt

l|\~ mﬁ*é 3 —— N N N
BT EXEN TR RN

HEB T TIrFibRIREKF

3 B

IP(EE 3zTiE

A ERICEEENNTEEEE, flBEsesRBg U8 SRCEmEts TRSAEAKRENERH

wEER

BERED RFTAR

Scorecard Overview (C)% PATCHING CADENCE

The Patching Cadence module analyzes how quickly a company reacts to vulnerabilities to messure patching practices. We look at
o E *a F pany to remediate and apply patches compared to peers.
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() 7 PATCHING CADENCE (&) #0 cuBITSCORE
NETWORK SECURITY (8) 0 INFORMATION LEAK
(R) 0 SOCIAL ENGINEERING (&) ©o 1P REPUTATION ) End-of-Service Product 1.9 score mpact
@ 53 APPLICATION SECURITY @ 100 DNS HEALTH We observed an end-of-service product, one that is no longer supported by the manufacturer, publicly exposed.
(&) w0 ENDPOINT SECURITY (&) 00 HACKER CHATTER Bescigion v——

Aproduct that has been declared as end-of-service (EOS) by
7 the manufacturer has been detected. An EOS product is no
D S Hi A longer eligible for any support, security patches, or
3 0' ay CO I'e IStO I’y replacement parts. Products at this stage in their life cycle are|
more likely to have vulnerabilities that need to be patched, b
without service support those vulnerabilities will persist until

Replace or upgrade the affected product. Review the vendor's
statement of EOS guidelines for replacement products or contact
the vendor. In some cases, it may be possible to negotiate a
custom support plan for the EOS product.
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The chart below shows the evolution of the company’s relative security ranking over time. Peaks in score performance represent the product s replaced. Using EOS products also violstes
improvements to overall security, remediation of open isues, and improved efforts to protect company infrastructure. Dips reflect several compliance frameworks, including PCI DSS and HIPAA.
ion of system and appli malware activity.
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edium-Severity Vulnerability in Last Observation 1.6 SCORE IMPACT
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Description Recommendation
Common vulnerabilities and exposures (CVE) is a list of Update or patch affected software and hardware. Enable
publicly-known vulnerabilities in software and hardware. Each automatic updates if available from your software vendor and
aniD, a of the and the permitted in your environment. Monitor CVE lists and vulnerability
product names and versions which are affected by the repositories for exploit code that may affect your infrastructure.

vulnerability. Software and hardware frequently self-report Subscribe to the Bugtrag mailing list to be alerted to new exploits
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